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Introduction 

The global industrial landscape has changed deeply in the last few years and it 

is a result of technological development and innovations. Industry 4.0 (I4.0) refers to 

fourth industrial revolution and integration of connected, intelligent technologies that 

are shaping the way people and industries operate. I4.0 has brought a significant shift 

in the way organizations approach industrial processes and value creation. It brings 

benefits for organizations in the form of increased productivity, efficiency, flexibility, 

and the creation of innovation opportunities. It is considered to be an inevitable driver 

of performance and competitiveness. Many countries have implemented various na-

tional initiatives to support the digital transformation of the industry for ensuring fu-

ture competitiveness including Visegrad Countries. 

  I4.0 affects all functional areas of organizations and also the field of quality 

management. Approaches to quality management have undergone several transfor-

mations over the past decades, which were related to technological advancements. The 

current digital era is challenging the quality profession and its traditional principles, 

practices, and tools. The merging of new technologies and capabilities with traditional 

methods and tools of managing quality is culminating in a new Quality 4.0 concept 

bringing potential benefits like increased efficiency, quality, customer focus and suc-

cess of innovations. Quality 4.0 concept derived from the I4.0 uses new principles and 

cutting-edge technologies like the Internet of Things (IoT), Big Data (BD), Could Com-

puting, Artificial Intelligence (AI), Augmented Reality (AR) that requires new 

knowledge and skills in quality professionals.  

The goal of the report is to review the existing literature and internet sources 

and synthesise current knowledge and information primarily regarding the Quality 4.0 

concept as well as related competencies that need to be developed in quality profes-

sionals to be able to handle new challenges in the digital era. The report starts with the 

Industry 4.0 background, definitions and maturity models. It is followed by the over-

view of Industry 4.0 initiatives on the level of Visegrad countries – Poland, Czech Re-

public and Slovakia. Subsequently, Quality 4.0 concept is presented and its core prin-

ciples, features, tools and existing maturity models, as well as existing Quality Man-

agement Models (QMM) are discussed in relation to Quality 4.0 concept. The last chap-

ter of the report addresses the competencies (hard and soft) that are crucial for the 

digital era and also those that should be developed in quality professionals. 
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Chapter 1. Background and Definition of Industry 4.0 

1.1. Industrial Revolution from Industry 1.0 to Industry 4.0 

Technical advances change the way humans produce things. Over the last centuries, 

industrial processes have evolved immensely. Advances in power and technology sig-

nificantly impacted the manufacturing process over time and revolutionized the indus-

try. The industry has gone through four revolutions shown in Figure 1. 

 

Figure 1. Four Industrial Revolutions 
Source: (Meloeny, 2022) 

1st Industrial Revolution 

The First Industrial Revolution began in the 18th century through the use of 

steam power and the mechanisation of production. The use of it for industrial purposes 

helped to increase productivity. More efficient production subsequently reduced prices 

for products, primarily due to lower labour costs. For example, rather than employing 

people to power weaving looms, steam engines were used to provide power for the ma-

chines. Other machines invented during this period include the water wheel, more 

complex spinning wheels and the steam engine (Shutt, 2021). 

2nd Industrial Revolution 

The Second Industrial Revolution began in the 19th century through the discov-

ery of electricity and assembly line production. The use of electricity made it possible 

for many industries to incorporate modern production lines and carry out mass pro-

duction. Henry Ford was the first that brought the idea. He applied the principle of 

mass production into automotive from a slaughterhouse, where pigs hung from con-

veyor belts and each butcher performed only a part of the task. Before one station as-

sembled an entire automobile, then the vehicles were produced in partial steps on the 

conveyor belt. 
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3rd Industrial Revolution 

The third industrial revolution began in the 20th century, around the 70s 

through partial automation using computers and Programmable Logic Controllers 

(memory-programmable controls). It is a move from mechanical and analogue elec-

tronic technology to digital electronics.  Thanks to these technologies it is able to auto-

mate an entire production process without human assistance. Examples are robots that 

perform programmed sequences without human intervention (Soldatos et al., 2022). 

4th Industrial Revolution 

Currently, we are on the threshold of the 4th industrial revolution often called 

Industry 4.0. It builds on the developments of the 3rd industrial revolution as next step 

to production automation. Production systems with computer technology are ex-

panded by a network connection and have a digital twin on the Internet. The network-

ing of the systems leads to „cyber-physical production systems”, that allow building 

smart factories where production systems, components, products, and people com-

municate via a network and production is nearly autonomous. It increases production 

efficiency, reduces costs and saves resources (Castagnoli et al., 2022). 

1.2. Definition of Industry 4.0 

The term Industry 4.0 was used for the first time in 2011 at the Hanover Fair in Ger-

many in relation to the initiative to enhance German competitiveness in the manufac-

turing industry.  It has ignited a vision of a new Industrial Revolution. Since then, it 

has spread and many similar initiatives in other countries have been developed and 

several definitions of Industry 4.0 were presented in academic and non-academic 

sources.  

The Final report of the Industrie 4.0 Working Group - Recommendations 

for implementing the strategic initiative Industrie 4.0 defines the essence of 

Industry 4.0 as:  „technical integration of Cyber-Physical Systems (CPS) into manufac-

turing and logistics and the use of the Internet of Things and Services (IoT) in indus-

trial processes” (Kagermann et al., 2013)”.  

Some other definitions explain CPS in more detail at three levels as physical ob-

jects; data models of physical objects in a network infrastructure; and services based 

on available data (Drath & Horch, 2014). According to Javaid et al. I4.0 is an “integra-

tion of complex physical devices and machines with networked sensors and software 

aiming to predict, control and plan for better business” (Javaid et al., 2021). CPS and 

the IOT most often appear in definitions as the key elements that enable the creation 
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of interconnected, intelligent production systems enabling self-regulation and self-op-

timization. They contribute to the transition from centralized production towards flex-

ible and self-controlled. Smart Factory is the concept defining the future state of a fully 

connected manufacturing system, mainly operating without human force using a con-

stant stream of data from connected operations and production systems to learn and 

adapt to new demands. Other related technological enablers of Industry 4.0 and Smart 

Factories are Big Data (BD), Cloud Computing (CC), Artificial Intelligence (AI), Virtual 

and Augmented Reality (VR, AR), Advanced Robotics, Additive Manufacturing, Cyber-

security. (Benotsmane et al., 2019).  The above-mentioned technologies are interde-

pendent, e.g. many of the analytical capabilities implied by CPS and the IoT are pro-

vided by data processing technologies, often offered as service applications delivered 

through Cloud Computing; Advanced Robotics leverage Artificial Intelligence, etc. 

Besides the technological elements of Industry 4.0, there are definitions high-

lighting the influence of technologies on the structure of the organization, cooperation 

with partners and managing the entire value chain e.g. I4.0 is “the new model of value 

chain management throughout the product lifecycle, and a collective term for technol-

ogies and concepts of value chain organization” (Saucedo-Martínez et al., 2018).  

 

Figure 2. Vertical and Horizontal Integration 
Source: own elaboration. 
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The definitions outline usually some or all the three features of Industry 4.0 

(Kagermann et al., 2013; Stock & Seliger, 2016):  

▪ horizontal integration across the entire value creation network,  

▪ vertical integration and networked manufacturing systems,  

▪ end-to-end engineering across the entire product life cycle. 

The vertical and horizontal integration is shown in Figure 2. Horizontal integra-

tion refers to the integration of IT systems, processes, resources, and information flows 

between the organization and interested parties (suppliers, other organizations, cus-

tomers) while vertical integration concerns the integration of these elements through 

the departments and hierarchical levels of an organization. These two types of integra-

tion aim to deliver an end-to-end solution across the entire value chain.  

Industry 4.0 represents the further developmental stage in the management of 

the entire value chain in the manufacturing industry (Deloitte, 2015). The above-men-

tioned features enable flexible and dynamic management of complex systems and en-

able all players in the value chain to be digitally connected, achieving mass customiza-

tion and demand-driven supply chain services. According to Gabriel & Pessl “Industry 

4.0 represents a fundamental paradigm shift towards individualized production that 

will enable new business models and online services” (Gabriel & Pessl, 2016). Industry 

4.0 from the busiess model innovation perspective is reflected by several definitions, 

e.g. (Frank et al., 2019; Ibarra et al., 2018; Reinhard et al., 2015).  The development of 

new business models is driven by customer needs and mass customization require-

ments and enabled by innovative technologies.  

According to the study by Nosalska et al. the most frequent terms accompanying 

Industry 4.0 are Value Chain, CPS, IoT, Smart Factory, Intelligent Technologies (like 

AI, BD, CC, etc.), Business Models, Customization, and Smart Product (Nosalska et al., 

2019).   

Among the main principles for the development and deployment of Industry 4.0 

the following appear the most frequently (Pereira & Romero, 2017):  

▪ Interoperability – communication and data exchange between objects, ma-

chines, people,  

▪ Virtualization – digital reflection of the physical environment,  

▪ Decentralization – CPS with decision-making capabilities,  

▪ Real-time capability – real-time data allowing immediate decisions,  

▪ Service orientation – product extension with services,  
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▪ Modularity – dynamic configuration of the various elements of business pro-

cesses.  

Definitions, which have been published explain the I4.0 term by listing its char-

acteristic elements. Industry 4.0 involves a broad set of technological and business as-

pects. These are interdependent and their impact on organizations should be regarded 

as the influence of a set of intertwined factors. Creating a concise definition that in-

cludes all of the Industry 4.0 organizational capabilities and relevant aspects remains 

difficult as the concept includes a wide range of issues.  

1.3. Industry 4.0 Maturity Models 

In general, the term “maturity” refers to a “state of being complete, perfect, or ready” 

and implies some progress in the development of a system. The concept of maturity 

incorporates the notion of gradual evolution through intermediate stages. Maturity 

Models (MM) are generally used as tools to conceptualize and measure the maturity of 

an organisation or a process regarding some specific target state. MM can be useful 

and help to guide organizations on the way to I4.0 excellence (Sütőová et al., 2020). 

The I4.0 MM can be used in each phase of digital transformation to help identify where 

there are gaps, establish key areas to focus on, and where to start (Deloitte, 2018).  

Several Industry 4.0 Maturity Models have been published by academics and 

consulting companies (e.g. BCG, Pwc, McKinsey & Company) with varying scopes or 

dimensions and metrics for measuring success. Among the first models that were de-

veloped belongs the Industry 4.0 Maturity Model published by the National Acad-

emy of Science and Engineering (acatech). The model’s approach is based on a succes-

sion of maturity stages that help companies navigate their way through every stage in 

the transformation, from the basic requirements for Industry 4.0 to full implementa-

tion. The six maturity stages from computerisation and connectivity up to adaptability 

allowing a company to delegate certain decisions to IT systems are shown in Figure 3. 

Four organization structural areas of resources, information systems, culture and or-

ganisational structure are assessed. Necessary capabilities are defined for each struc-

tural area. The identification of the current I4.0 maturity stage is based on the I4.0 

capabilities. The capabilities are determined on the basis of the processes in the func-

tional areas – development, production, logistics, services and marketing & sales that 

are assessed. The model helps to develop a digital roadmap tailored to the needs the of 

organization (Schuh et al., 2017).  
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Figure 3. Industry 4.0 Maturity Stages 
Source: (Schuh et al., 2017). 

 The examples of other selected I4.0 maturity or readiness models are: 

▪ Digital Compass developed by McKinsey & Company consists of eight basic 

value drivers (dimension) and 26 practical Industry 4.0 elements. Quality is one 

of the direct drivers represented by the elements like Digital quality manage-

ment, Advanced process control and Statistical process control. Other drivers in 

the model are Supply/Demand Match, Time to Market, Service/After-sale, Re-

sources/Processes, Asset Utilization, and Labour (McKinsey & Company, 

2015).  

▪ Industry 4.0 Readiness Model developed by Impuls Foundation of the Ger-

man Engineering Federation measures Industry 4.0 on the 7 levels of readiness. 

The model consists of 6 main dimensions and related 18 elements. The main 

dimensions are Strategy and organization, Smart factory, Smart operations, 

Smart products, Data-driven services, Employees. It allows self-assessment 

and calculation of the I4.0 scorecard. It helps to identify areas that need im-

provement (Impuls, 2015).  

▪ Industry 4.0 Maturity Model developed by Schumacher et al.. The model is 

formed by 9 dimensions and 62 elements. The main dimensions are Strategy, 

Leadership, Customers, Products, Operations, Culture, People, Governance, 

Technology (Schumacher et al., 2016). The evolution path of each element un-

dergoes five maturity levels (Schumacher et al., 2016). 

▪ Digital Readiness Assessment Maturity Model (DREAMY) developed 

by De Carolis et al. defines 5 main functional areas: Design and Engineering, 

Production Management, Quality Management, Maintenance Management, 
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Logistics Management. Quality Management is represented by two elements – 

Product testing and Quality management in production.  The readiness is as-

sessed by the measurement instrument defining 5 levels of readiness.  The 

above-mentioned areas are assessed in the context of 4 dimensions, which are 

part of the model: process; monitoring and controlling; technology; organiza-

tion (De Carolis et al., 2017).  

▪ Industry 4.0 Maturity Model developed by Santos & Marinho consists of 

five main dimensions - Organizational Strategy, Structure and Culture, Work-

force, Smart Factories, Smart Processes, Smart Products and Services. Every 

dimension is characterized by capabilities that are assessed by using 6 maturity 

levels (Santos & Martinho, 2019). 

There are also other I4.0 maturity models developed by academics or consulting 

organization, e.g. (Deloitte, 2018; Klötzer & Pflaum, 2017; PwC, 2019). These models 

are so-called holistic models that enable to assess and utilize elements of I4.0 from all 

perspectives and hence derive encompassing success factors.  There are also MMs fo-

cusing on the specific areas of I4.0 application or a limited number of aspects related 

to I4.0 such as logistics, supply chain, information technologies, etc.  (Sütőová et al., 

2020). 
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Chapter 2. Industry 4.0 Policies and Initiatives on the 

Level of EU and Visegrad Countries (Czech Republic, 

Poland and Slovakia) 

2.1. Industry 4.0 Policies and Strategies at the EU Level 

European Union published an ambitious strategy for creating a Digital Single Mar-

ket (DSM) in 2015. The DSM strategy, especially the pillar on „Maximising the 

Growth Potential of the Digital Economy”, contains all the major levers for improving 

industry digitization with actions in areas such as the data economy, IoT, cloud com-

puting, standards, skills, and e-government (European Commission, 2016).  

The first EU industry-related initiative Digitizing European Industry 

(DEI) was launched within the Digital Single Market package in April 2016 by the Eu-

ropean Commission. Its aim is to reinforce the industrial and innovation pillar of the 

DSM strategy. The Initiative’s objective is to ensure that every business (all sizes, loca-

tions and sectors) in Europe can fully benefit from digital innovation (European Com-

mission, 2018b). Commission aims is to support Member States in developing and im-

plementing their own digitalization strategies. Action lines of the DEI are: European 

platform of national initiatives, Digital innovation hubs, Partnerships and industrial 

platforms, Regulatory framework fit for the digital age and preparing Europeans for 

the digital future. 

One of the key pillars of the DEI are the so-called Digital Innovation Hubs 

(DIH). The DEI activities were planned to be founded through the European Fund for 

Strategic Investments (EFSI), Horizon 2020, and the European Structural and Invest-

ments Funds (ESIF) (Propris & Bailey, 2020). The plan was to mobilise 50 billion euros 

of public and private investment until 2020. For the EFSI funds, since the DEI initia-

tive was launched halfway through the 2014-2020 programme period, there was no 

legal requirement for Member States to monitor projects relevant to the DEI initiative. 

Therefore, according to the European Court of Auditors the data collection arrange-

ments in most Member States do not capture information about the DEI initiative, pre-

venting monitoring at Member State and EU level (European Court of Auditors, 2020). 

According to the EU Smart Specialisation Platform, 14 DIHs operating in Czech Re-

public, 23 DIHs in Poland and 5 DIHs in Slovakia (European Commission, 2020). 

In 2018, the European Commission proposed for the 2021-2027 period the first 

Digital Europe Programme, a regulation with a budget of € 7.5 billion with the aim 
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to contribute to the DEI initiative. It provides funding in 5 areas: supercomputing, ar-

tificial intelligence, cybersecurity, advanced digital skills, and ensuring a wide use of 

digital technologies across the economy and society (including through Digital Inno-

vation Hubs). This budget will be in addition to the other funding available for the dig-

italising industry for the 2021-2027 period, such as Horizon Europe and the ESIF (Eu-

ropean Court of Auditors, 2020). It is planned to allocate about 10 % of the funding to 

European Digital Innovation Hubs (EDIH).  There have been established 5 EDIHs in 

the Czech Republic as well as in Slovakia and 11 in Poland. EDIH funded under the 

Digital Europe programme are co-funded by the European Commission and by Mem-

ber States/associated countries. There is also another type of structure named ,”Seal of 

excellence EDIH” and they have been positively evaluated in a European competitive 

call, but is funded only by national or regional budget (European Commission, 2020). 

In 2020, the European Council and the Commission presented a Roadmap for 

Recovery from the coronavirus outbreak to the Parliament, with the ultimate objec-

tive of building a more resilient, sustainable and fair Europe. This plan cites digital 

transformation, alongside the Green transition, as having a priority role in relaunching 

and modernizing the economy. 

In 2014, the European Commission introduced the Digital Economy and So-

ciety Index (DESI), a composite index to monitor the digital progress of Member 

States. It consists of The DESI s five main dimensions: Connectivity, Human Capital, 

Use of internet services, Integration of Digital Technology, Digital Public Services. The 

most relevant dimensions for digitalizing European industry are Connectivity, Human 

Capital and the Integration of Digital Technologies. The latest edition of DESI was pub-

lished in July 2022, where Poland, Czech and Slovak Republic are under the EU aver-

age. The Czech Republic is in the 19th place, Slovakia in the 23rd place and Poland in 

the 24th place (European Commission, 2022). 

According to the International Federation of Robotics report presenting the ro-

bot density – a barometer to track the degree of automation adoption in the manufac-

turing industry around the world and measures the number of robots per 10,000 work-

ers in the industry. Europe average is 123 units and the most automated country is 

Germany (4th worldwide with 371 units in 2020). In Slovakia the result was 175 robots 

per 10,000 workers in the industry, in the Czech Republic it was 162 and in Poland 52 

robots (IFR, 2018). 
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2.2. Industry 4.0 Initiatives in the Czech Republic 

In September 2015, the Ministry of Industry and Trade of the Czech Republic issued 

the National Initiative Industry 4.0. This document was the initial initiative to 

describe the technological prerequisites and the current state of the Industrial Revolu-

tion in the Czech Republic and the possible pitfalls that the Industrial Revolution may 

bring with it. With an emphasis on the security and reliability of systems with the 

preservation of data privacy and intellectual property rights. An important part was a 

reflection on the emerging requirements for applied research in the Czech Republic as 

well as the impact on changes in the Czech educational system so that future graduates 

find applicability in the innovative world of work, which is changing comprehensively. 

The document concludes with a roadmap for the Czech Republic and an action plan 

containing individual plans for supporting the implementation and development of In-

dustry 4.0 in the conditions of the Czech Republic (Ministry of Industry and Trade of 

Czech Republic, 2016a). In connection with compliance with the set action plan, the 

Government of the Czech Republic subsequently approved the National Initiative In-

dustry 4.0 in 2016, which was elaborated on and submitted by the Ministry of Industry 

and Trade. The long-term goal of this initiative is to maintain and strengthen the com-

petitiveness of the Czech Republic in the era of the fourth industrial revolution. The 

document aims to provide sufficient information for stakeholders with the idea of rapid 

formulation of concrete economic, political and social objectives and proposal of action 

measures responding to the ongoing changes caused by the technologies of the fourth 

industrial revolution (Ministry of Industry and Trade of Czech Republic, 2015) 

Specifically, within the area of automotive production in the Czech Republic, the 

document Action Plan for the Future of the Automotive Industry in the 

Czech Republic - „Czech Automotive Industry 2025” was created in 2017. The 

plan deals with three areas, namely electro-mobility, autonomous vehicles and digital-

ization. A total of 25 measures have been proposed within the plan, which mainly con-

cern infrastructure for emission-free vehicles, standardization and legal aspects of au-

tomated driving, high-speed internet, digital and mobile services and research and de-

velopment for the automotive industry. To achieve the objectives, it will be necessary 

to adapt the relevant grant titles to support science, research and innovation and to 

ensure a change in the education system (Government of Czech Republic, 2017). 

In 2016, Industry Cluster 4.0 was founded, which represents an association of 

engineering and technology companies. The purpose of the cluster is to strengthen the 
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competitiveness and innovative activities of companies, especially through the imple-

mentation of the concept of „Industry 4.0” (Ministry of Industry and Trade of Czech 

Republic, 2016b) 

The National Centre for Industry 4.0 was established in 2017 as a technology-

neutral and open academic-industrial platform. The Centre connects innovation lead-

ers, manufacturing and technology companies, universities, research and industry or-

ganizations with the state and the media, helping to create an optimal environment for 

a sustainable future. The Centre’s areas of activity include Technology Vision, Educa-

tion Support, Outreach, Support for Collaborative Projects (National Centre Industry 

4.0, 2019). Many universities are partners of the Centre. In the field of Industry 4.0, 

the Centre is involved in a number of national and international projects (National 

Centre Industry 4.0, 2017) 

The Confederation of Industry of the Czech Republic has been focusing on the 

topic of Industry 4.0 for a long time. For three years now, it has announced the com-

petition „Industry 4.0 Award” and defined „Priorities and requirements for the 

digital economy, Industry 4.0”, e.g. for 2022, in the framework of the Programme 

Statement (Confederation of Industry of the Czech Republic, 2023).  

The Czech-Moravian Confederation of Trade Unions, within the framework of 

the project „§ 320a ZP I. - Industry, Education, Work, Society 4.0” from 2017, devel-

oped, among others, the teaching texts „Industry 4.0, Education 4.0, Work 4.0 and 

Society 4.0”. 

The Ministry of Labour and Social Affairs is focusing on Work 4.0 as part of its 

analytical and conceptual work. The Work 4.0 Initiative and the Work 4.0 Action 

Plan have been developed (Ministry of Labour and Social Affairs of the Czech Repub-

lic, 2016) 

Actions from the Work 4.0 Action Plan are incorporated into the Action Plan 

for Society 4.0 (Government Office of the Czech Republic, 2017). The Action Plan for 

Society 4.0 was developed by the Society 4.0 Alliance, which was established in 2017. 

The Alliance was established to take a comprehensive approach to Society 4.0 and to 

coordinate the digital agenda at the national level. The Action Plan is the overarching 

document of the Czech government for the digital agenda and the so-called Society 4.0. 

The material summarizes the direction of government policy and key government 

measures to support the development of the digital market in the Czech Republic. At 

the same time, it formulates other priority tasks set by the government in the context 
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of the societal challenges related to the impact of the introduction of digital technolo-

gies on the economy and society – the so-called fourth industrial revolution.  

2.3. Industry 4.0 Initiatives in Poland 

Digital Poland Programme 2014-2020 focused on strengthening digital founda-

tions for national development. It was financed from two sources: the European Re-

gional Development Fund, from which €2,172.5 million is allocated to the programme 

and national funds - public and private, with a minimum commitment of €394.4 mil-

lion (Ministry of Development Funds and Regional Policy, 2023). 

The European Funds for Digital Development (FERC) 2021-2027 in 

Poland is a continuation of the Digital Poland 2014-2020 Program and is the next stage 

of the digital transformation of the country. The scope of support under the Program 

is complementary to the support of other programs implementing the objectives of the 

cohesion policy for 2021-2027 and other national and EU instruments. The budget is 

approx. €2 billion. The scope and main objectives include: building a gigabit society in 

Poland, increasing access to ultra-fast broadband internet, providing access to ad-

vanced e-services allowing for fully electronic settlement of affairs of citizens and en-

trepreneurs, ensuring cyber security through support under the new dedicated area of 

intervention, development of the economy by increasing the amount of high-quality 

data open for re-use, development of cooperation to create digital solutions to socio-

economic problems, support for the development of advanced digital competencies of 

staff involved in the provision of digital services, products or processes, in particular in 

the area of cyber security (Ministry of Development Funds and Regional Policy, 2021a). 

The European Funds for Modern Economy 2021-2027 program is a 

continuation of the two previous programs. The budget is approx. €7.9 billion. The 

main objectives include: increasing research and innovation capacity and the use of 

advanced technologies, increasing the competitiveness of SMEs, developing skills for 

smart specialization, industrial transformation and entrepreneurship, transformation 

of the economy towards Industry 4.0 and green technologies. The program consists of 

four priorities: support for entrepreneurs, innovation and friendly environment, 

greening of enterprises and technical assistance. An assumed form of support are sub-

sidies, financial instruments, capital and guarantee, instruments combining repayable 

and grant financing (Ministry of Development Funds and Regional Policy, 2021b) 

Future Industry Platform Foundation (FPPP) was founded in 2019. The Indus-

try Platform is currently under the supervision of the Ministry of Development Funds 
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and Regional Policy of the Future. It was established to strengthen the competencies 

and competitiveness of enterprises operating in Poland by supporting their transfor-

mation towards Industry 4.0. FPPP works to strengthen the business ecosystem cre-

ated by Polish manufacturing companies. They achieve this goal by creating mecha-

nisms for cooperation, knowledge sharing and building trust in relations between mar-

ket entities involved in the digital transformation process (Ministry of Economic De-

velopment and Technology, 2019). 

Polish Agency for Enterprise Development (PARP) is involved in digital trans-

formation. Agency’s objective is to implement economic development programs sup-

porting the innovative and research activities of small and medium-sized enterprises 

(SMEs), regional development, export growth, human resources development and the 

use of new technologies in economic activity. PARP is involved in the implementation 

of national and international projects financed from the structural funds, the state 

budget and long-term programs of the European Commission (Polish Agency for En-

terprise Development, 2018). 

The National Center for Research and Development (NCRD) is an executive 

agency within the meaning of the Act of 27 August 2009 on public finance, supervised 

from 1 August 2022 by the Minister of Development Funds and Regional Policy (Min-

istry of Science and Higher Education, 2022). The main task of the National Center for 

Research and Development is to manage and implement strategic research and devel-

opment programs that directly translate into the development of innovation. 

In Poland 15 DIHs have been established. The youngest DIH is DIH4.AI and it 

was founded in 2019 in Gdansk. DIHs are mainly located in large cities such as War-

saw, Cracow, Wroclaw, Gdańsk, Poznań, Lublin. The main area of activity is mainly 

national, but there are DIHs such as the Centre for Advanced Manufacturing Technol-

ogies, Wroclaw University of Science and Technology European ones. According to the 

EU data, 11 EDIHs in Poland have been established (European Commission, 2020). 

Polish Agency for Enterprise Development (PARP) organizes competitions under the 

European Funds for Modern Economy (FENG) program –”Co-financing of EDIH ac-

tivities”. Funding may cover activities offered by EDIH, such as: verification of the 

company’s digitization capacity and its demand for technologies in this area, develop-

ment of a digital transformation plan, improvement of competencies and access to cur-

rent specialist knowledge, as well as creating conditions for testing solutions or exper-

imenting with the latest technologies that are potential of key importance to the 
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company’s products, services, processes or adopted business models based on digital 

solutions. The total amount of support provided under the ”Co-financing of EDIH ac-

tivities” for 2023 is PLN 245 million (Polish Agency for Enterprise Development, 

2023). 

2.4. Industry 4.0 Initiatives in Slovak Republic 

In 2016, the Ministry of Economy of the Slovak Republic published the Concept of 

Smart Industry for Slovakia, the nationwide initiative to transform and strengthen 

the industry and help Slovakia to adapt to Industry 4.0 related changes (Ministry of 

Economy of the Slovak Republic, 2016). It is further built upon the Strategy for Smart 

Specialization of the Slovak Republic (RIS3), particularly in Research and Develop-

ment (R&D). 

 Arising from the concept, the Smart Industry Platform was formed as a first 

step in the implementation of the overall initiative, as a working group of multidisci-

plinary experts from industry, academic and government, who actively contributed to 

the drafting of the Smart Industry Action Plan for Slovakia (Ministry of Econ-

omy of the Slovak Republic, 2019).  The action plan provides a set of 35 measures with 

the implementation by the end of 2020. The following priorities were defined in the 

action plan: Research, development and innovation, Basic principles of IT security of 

smart industry implementation, Labour market and education, Reference architecture, 

standardization and creation of technical standards, European and national legal 

framework conditions, Information and promotion. 

 No specific budget was allocated for Smart Industry initiatives. The measures in 

the action plan were planned to be financed either through the European Structural 

and Investment Funds (ESIF) or the national budget (European Commission, 2018a). 

Among the activities that have been realized are the establishment of the Industry 

4UM digital platform, development of the Act on cyber security and amend-

ments to certain laws, establishment of the Dual Education Platform, Digital Coa-

lition (to mobilize public, private, academic and civic organizations and institutions in 

Slovakia to improve the digital skills), creation of the Learning for the 21st-century 

training platform, creation of 4 DIH, etc. (Wik Consult & VVA, 2019). 

 At the end of 2018, the Office of the Deputy Prime Minister for Investment and 

Informatization presented a Digital Transformation Strategy of the Slovak Re-

public 2019 - 2030. It is a cross-sectional government strategy that defines the pol-

icy and particular priorities of Slovakia in the context of the currently ongoing digital 
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transformation of the economy. The strategy defines the following areas: Economy, 

Society and Education, Public Administration, Territorial Development and Science 

Research and Innovation. The strategy works with the existing strategies and action 

plans like Smart Industry Action Plan for Slovakia. The strategy puts primary emphasis 

on current innovative technologies such as Artificial Intelligence, Internet of Things, 

5G Technology, BD and Analytical Data Processing, Blockchain and High-Performance 

Computing that will become the new engine of economic growth and competitiveness. 

The strategy covers priority areas for short–term (3Q/2019 –2Q 2022) and long-term 

(3Q 2022 -2030) horizons (Ministry of Investments, Regional Development and In-

formatization of the Slovak Republic, 2019a).  

 Action Plan of the Digital Transformation of Slovakia 2019-2022 con-

tains 7 horizontal measures aimed at building the institutional background and in-

creasing Slovakia’s innovative performance, including strengthening the ability to use 

new EU digital funds. Other key measures are divided into four strategic goals. They 

cover all areas of the vision of Slovakia’s digital transformation declared in the strategy. 

The funding of measures is tied to the 2014-2020 program period (Ministry of Invest-

ments, Regional Development and Informatization of the Slovak Republic, 2019b). 

 The examples of activities that have been realized are the establishment of 5 

EDIH in Slovakia that help businesses and organizations in introducing innovations 

and using advanced technologies; the creation of the AISlovakia national platform for 

the development of artificial intelligence allowing cooperation of the academics with 

representatives of employers, government, international institutions or with individu-

als with the aim to develop the potential of artificial intelligence; establishment of the 

National Supercomputing Centre, which supports and covers all high computing ac-

tivities in Slovakia;  Competence and Certification Centre for Cyber Security - for co-

ordination, education, conformity assessment and expert activities in cyber security.  

 Action Plan of the Digital Transformation of Slovakia 2023-2026 was 

approved by the government in 2022. The priority areas are the Digitization of a Wider 

Economy, Digital Infrastructure, Supporting the Potential of Artificial Intelligence, and 

Digital Society (Ministry of Investments, Regional Development and Informatization 

of the Slovak Republic, 2022). Activities have been financed from the European Struc-

tural and Investment Funds as well as directly managed EU funds (Digital Europe Pro-

gramme, Horizon Europe or other financial instruments) and the national budget. In 

the Slovak recovery plan, 20% (1,3 mld. €) of the total budget is allocated to measures 
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that will support the country’s digital transformation (Ministry of Finance of the Slovak 

Republic, 2021). 

 In 2021 the government of the SR approved the Strategy and Action Plan 

for Improvement of Slovakia’s Position in the DESI index until 2025 as a re-

sponse to the ongoing trend in the stagnation of the evaluation of SR in DESI. As it was 

mentioned above, Slovakia is under the EU average and is in 23rd place. The strategic 

priority areas are Connectivity, Human Capital, Utilization of the Internet, Integration 

of Digital Technologies, and Digital Public Services. The Digital Transformation Strat-

egy and action plans of the Slovak Republic contribute to the improvement of the po-

sition of the Slovak Republic in DESI (Ministry of Investments Regional Development 

and Informatization of the Slovak Republic, 2021). 
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Chapter 3. Quality 4.0 as a Part of Industry 4.0 

3.1. Quality Evolution Towards Quality 4.0 

I4.0 impacts all functional areas of business. In the context of I4.0, the concepts and 

terms like Marketing 4.0, Human Resource 4.0, Supply-Chain Management 4.0, Lo-

gistics 4.0, Maintenance 4.0, Manufacturing 4.0, Quality 4.0 has emerged.  

Quality models and practices went through various development stages from 

Statistical Quality Control (SQC) through Quality Assurance (QA) to Total Quality 

Management (TQM), which were affected by technological development. The onset of 

Industry 4.0 and the utilization of smart technologies advanced quality management 

practices and a new concept – Q4.0 has appeared, which represents a new development 

stage of quality management. Figure 4 shows the four development stages of quality 

with characteristic features. 

 

Figure 4. Evaluation of Approaches to Quality 
Source: own elaboration. 

Q4.0 is an integral part of the I4.0 movement. According to American Society 

for Quality, “Q4.0 brings together I4.0’s advanced digital technologies with quality ex-

cellence to drive substantial performance and effectiveness improvements” (ASQ, 

2020). It is a new way for quality practitioners to handle quality and learn how they 

use and achieve excellence through quality using today’s digital technologies. “Q4.0 is 

the use of advanced technologies to design, operate and maintain adaptive, predictive, 

self-corrective, automated quality systems along with improved human interaction 

through quality planning, assurance, control and improvement to achieve new 
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optimums in performance, operational excellence and innovation to meet goals of an 

organization” (Antony et al., 2022). 

Quality 4.0 integrates I4.0 features with traditional quality management prac-

tices, but it doesn’t replace traditional methods and tools of quality management, ra-

ther builds upon them and improves them. Even though Q4.0 is fuelled by technology, 

success requires a multifaceted approach that addresses the full range of strategic, cul-

tural and already mentioned technological issues. Among the main principles of Q4.0 

belong (Graham, 2022): 

• Cyber-Physical Systems, 

• Co-creation of value, 

• Transparency and collaboration, 

• Mutual trust, 

• Rapid adaptive learning, 

• Data value,  

• Technology and combined intelligence. 

These principles help to enhance the basic 7 quality management principles and 

implement them more effectively. 

3.2. Quality 4.0 Features 

Industry 4.0 integrates smart technologies and offers many opportunities for the field 

of quality management. Smart technologies, horizontal and vertical integration brings 

many benefits like improved quality, efficiency, customer satisfaction and innovation. 

The impact of I4.0 on quality management can be summarized as follows: 

Supply chain 

The integration of the entire value chain allows a higher level of collaboration 

and transparency among all parties in the supply chain. Suppliers can be connected 

and involved in the manufacturing process, quantities of materials, defects, and prob-

lems due to supplier quality issues can be traced and reported to suppliers in real-time. 

Real-time data that are captured at different locations in the value chain, can be 

streamed back to all involved parties (from product design to final delivery and opera-

tion). Shared information will help to track and to resolve quality issues, standardise 

quality practices, and improve performance. Blockchain technology enables tracking 

of product history (origin, production line even operator) and quality especially when 

supply chains are deep and versatile (Sader et al., 2022). 
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Research and Development (R&D) 

Horizontal integration allows R&D activities to be extended and involve stake-

holders in design. Also, through end-to-end integration data pertaining to the usage of 

the product can be relayed back to the designers (Sony et al., 2020). Customer needs 

can be better mapped and better products and services can be designed. New collabo-

ration platforms facilitate communication with customers and make understanding 

market and customers’ attitudes better. 

Digital twins improve pre-production tests, by virtually simulating the products’ 

testing ensuring high quality in the design and manufacturing process before execution 

(Kupper et al., 2019). End-to-end data used for simulations enable optimize parame-

ters selection for products as well as optimize processes. Digital twins help to reduce 

the need for costly physical prototypes and shorten time-to-market. They improve all 

the phases of product design and development. 

Planning 

By applying BD analytics to planning, an organization can improve its ability to 

forecast the production it requires. It helps to understand market demands and sup-

plier capacity levels and lead times. Data can be analysed to uncover demand patterns, 

track movements of products through the supply chain, and understand what custom-

ers want, and where—so better planning can be realized to provide products at the right 

time and place (Sniderman et al., 2016).  

Production and Inspection 

The smart factory organizes itself and can produce based on individual customer re-

quirements and changes in supplies. The physical and informational subsystems are 

integrated at various levels (vertical integration) to create a flexible and reconfigurable 

manufacturing system to minimize downtime. Manufacturing processes are possible 

trough self-regulation and self-optimization thanks to advanced BD analytics. Each 

step in the production process will be fine-tuned in real-time based on an ongoing anal-

ysis of the outcomes of previous production steps and product requirements. I4.0 en-

ables deployment of automated inspection systems that use Artificial Intelligence. It 

can reduce manual work and ensure the speed of the inspection matches the produc-

tion speed. It can identify operator errors, quality deviations, and process variations in 

real time and link product defects with process inaccuracy, and root causes.   
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Decision-making  

Availability of data in real time (from processes, assets and product data) ad-

vanced data analytics help to support decision-making and continuous improvement. 

Quality indicators are displayed at every level of management, at every stage of pro-

duction, and for every function at the organization.  Q4.0 stresses the importance of 

prescriptive analytics compared to descriptive or predictive that help recommend op-

timal action. Digital Twin allows to make accurate predictions of how a product or pro-

cess will behave in the future. 

Analytics algorithms can provide two levels of human intervention for decision-

making. The first level of intervention is the decision support system. For instance, 

when algorithms provide recommendations for quality of design, quality improve-

ment. The larger solution set from these algorithms will warrant human intervention 

in an assisted manner to finalize the best options. The second level of prescriptive an-

alytics will be based on intelligent algorithms which will result in decision automation 

through machine learning. This type of prescription algorithm will help in implement-

ing the prescribed action in an automated and self-regulating manner. Prescriptive 

analysis algorithms in terms of the first level will be very beneficial in quality planning 

and quality improvement, as they will provide a large amount of solution options. Pre-

scriptive analysis in terms of decision automation will be more helpful for quality con-

trol, because decisions such as conformance to specifications can be automated by an-

alysing data (Sony et al., 2020). 

Service and after-sales 

The product in use can communicate data regarding its condition to its manu-

facturer in real time. By analysing the data, the manufacturer can generate insights 

that serve as an early warning of potential breakdowns that could trigger warranty 

costs. A manufacturer can also enhance customer support by remotely diagnosing 

quality issues. Manufacturers can store field data centrally and use an AI system to 

identify potential failures before they occur, enabling their technicians to fix problems 

before a breakdown.  

3.3. Quality 4.0 Tools 

Quality 4.0 leverages intelligent technologies to achieve a high-level of quality, greater 

efficiency of processes, enhanced customer satisfaction and faster innovation. Intelli-

gent technologies make it easier for quality teams to access data from different sources 

and get critical insight within large data sets and extract valuable information.  
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According to American Society for Quality; Radzwill Quality 4.0 tools includes 

Enabling technologies (sensors, actuators, IoT CC, VR, AR); BD; Blockchain; Deep 

learning; Machine learning; AI; Statistics and Data Science. AI encompasses Machine 

Learning and Neural Networks (ASQ, 2020; Radziwill, 2018).  

IoT 

IoT is a network of physical objects with embedded sensors, software and other 

technologies (CPS) to collect and exchange data via the internet in real time. The ex-

amples of IoT are intelligent objects, systems, products, robots, etc. IoT connects the 

real and virtual world and enables the transfer of data between objects and people in 

real time. IoT facilitates real-time monitoring of products, equipment, and production 

processes as well as control of processes and equipment remotely. It helps to accelerate 

response time. IoT also provides better visibility into the flow of materials and prod-

ucts. IoT is key enabler for the creation of digital twin. The digital twin is a virtual rep-

resentation of the real world – a product, process, asset or system using historical or 

real-time data. It utilizes also other intelligent technologies and it is an important tool 

of Q4. 0.  

Big data  

Big Data refers to large sets of structured or unstructured data that can provide 

valuable insights when are analysed with the right software and tools.  IoT is consid-

ered the major source of BD. Typical for BD is their volume, variety and velocity. Con-

ventional storage and statistical analysis are inefficient, BD requires powerful technol-

ogies and advanced machine learning and AI algorithms. The mining of knowledge 

from BD enables effective decision-making and creates value within the company (Qi 

& Tao, 2018). Not only internal data, but also data about customers, suppliers and 

other external stakeholders are used. Data and information extracted from the data are 

crucial for effective quality management. They play an important role in quality plan-

ning and improvement. BD challenges include their capturing, storing, searching, 

sharing, analysing, visualizing and securing. The type of BD analysis can be descriptive 

– generation of information; diagnostic – pattern recognition; predictive – forecast; 

prescriptive analytics – decision making. 

Cloud Computing 

CC provides basis for IoT and other technologies. IoT generates lots of data from 

various objects and processes. CC delivers services like servers, storage, networking, 

applications, analytics, software, platforms over the internet. IoT and CC facilitate 
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remote monitoring and control, enabling organizations to data and manage quality 

across different departments, locations, and supply chains.  Real time automated col-

lection and sharing of the right data to the right people and objects is key to effective 

decision-making and accelerating time to action. It enables to manage quality across 

different locations and supply chains.  CC is seen as a way to support collaboration, 

help manufacturers align business strategies and product innovation and create smart 

networks (Msakni et al., 2023).  

Virtual and Augmented Reality 

VR is a technology that provides users with a simulated experience of a virtual 

environment. AR is defined as the technology in which virtual objects are blended with 

the real world and interact with each other (Pelin Yildiz, 2022). VR and AR support a 

human-centred environment.  Application areas include, e.g.:  

▪ visualization of various work instructions that guide workers through standard-

ized processes.  In the case of maintenance issues, the user can visualize step-

by-step procedures in real time through augmented reality from experts with 

remote assistance systems to solve lack of critical knowledge (Etonam et al., 

2019), 

▪ layouts and workplace design to ensure effective material and workflow and set-

ting-up workstations ergonomically, 

▪ product design and prototype testing enabling cost reduction, 

▪ training and development of employees’ competencies, 

▪ collaboration and communication enhancement among remote teams.  

Digital twin (DT) provides a broader application space for virtual reality and at 

the same time puts higher requirements for the technological progress of virtual real-

ity.  Digital twin and VR provide a co-simulation environment that can enhance exper-

imentation. E.g., digital twin lacks realism for human-centred design of manufacturing 

process and workstation, gives new insights into product design and prototype testing, 

etc. 

Machine learning and Deep learning 

The capacity of systems for advanced problem-solving, generally termed AI, is based 

on analytical models that generate predictions, rules, answers or recommendations 

(Janiesch et al., 2021).  AI within Quality 4.0 is used primarily to support humans in 

decision-making, and automate processes with adaptive and learning capabilities.  
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Machine learning is a subset of AI and describes the capacity of systems to learn 

from problem-specific training data to automate the process of analytical model build-

ing and perform cognitive tasks.  It automatically learns predictive patterns from huge 

data sets. Deep learning is a machine learning concept based on artificial neural net-

works. For many applications, deep learning models outperform machine learning 

models. Deep learning is particularly useful in domains with large and high-dimen-

sional data (Janiesch et al., 2021). It can recognize patterns in data that are too com-

plex for traditional machine learning algorithms. 

Machine learning and deep learning enable predictive and even prescriptive 

quality management.  There are several studies demonstrating the feasibility of ma-

chine learning or deep learning for the prediction of products quality based on the pro-

cess data, which enables to support of quality control e.g. (Ke & Huang, 2020; Msakni 

et al., 2023; Tercan & Meisen, 2022; Zhang & Lei, 2017). Early process deviations can 

be detected and preventive measures can be taken. The application of deep learning in 

combination with machine vision enables a higher degree of automated visual inspec-

tion. DL model is trained on the given data, where neural networks discover the under-

lying patterns in classes of images and automatically works out the most descriptive 

and salient features. In traditional machine vision, it is necessary to choose which fea-

tures are important (manual extraction) in each given image (Mahony et al., 2019).  

Machine learning and deep learning plays important role in product design, and can 

learn automatically from the performance of previous product generations and end-to-

end data. Machine learning and deep learning improve the efficiency of digital twins 

by providing insights that go beyond what real-world sensors provide. Using machine 

learning and deep learning to evaluate the performance of the new product designs 

allows rate them more quickly than is required for conventional computational flow 

dynamics analysis. 

Other examples of AI applications include root cause analysis, understanding of 

customer needs and forecast of market trends, optimization of production volume and 

resource allocation, predictive maintenance, route planning in internal logistics and 

transportation (Lo et al., 2021), etc.   

Blockchain 

Blockchain is a decentralized database technology that provides a mechanism 

for immutability guarantee and the absence of a central entity for decision-making in 

data operations. Blockchain is a form of distributed ledger technology to enhance 
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traceability (Tsang et al., 2019). Supply chains have become increasingly complex, 

making it difficult to ensure transparency throughout the whole supply chain. Several 

studies confirm the importance of the use of blockchain technology within supply chain 

management, while the main objective is transparency and data quality.  It solves the 

issues of distrust based on unchanged information and traceable records through 

standardized norms and agreements. According to Liu & Shen adopting blockchain can 

encourage the supply chain to provide high-quality products (Liu & Shen, 2020).  

 

The emergence of new technological tools doesn’t replace traditional quality 

management tools, their purpose remains relevant. According to Santos et al. Q4.0 

combines new technologies with common quality methods and tools, to achieve new 

optimums in performance, operational excellence, and also, in innovation (G. Santos 

et al., 2021). For example, the paper-based checklist, which is used for collecting data 

that could then be analysed is now moving to the next level, when scanners gather in-

formation and enter it straight into databases and laser-based and optical measuring 

devices automatically check parts and store data. Data can be analysed with AI to seek 

out patterns that where is the greatest concentration of failures. In the case of the tra-

ditional Ishikawa diagram, problem-solving team members gather ideas via brain-

storming for the Ishikawa diagram, however, insights from BD analysis can be used to 

define them and categorize and the Pareto diagram can be created automatically. SPC 

is moving from merely statistical control to real time diagnosis with minimum human 

intervention. 

3.4. Quality 4.0 Maturity Models 

On the base of the review of literature and internet sources, it is possible to state that 

only a few Q4.0 MM have been published so far.  The majority of studies are oriented 

to Industry 4.0 MM, which were described in the subchapter 1.3. I4.0 MM consists of 

dimensions or areas that are mostly also relevant to the field of quality management 

and can help to understand some of the Q4.0 areas and in deriving Quality 4.0 ele-

ments.  

Quality 4.0 models that have been published define the main areas of Quality 

4.0 – so called dimensions forming the model and related elements characterizing in-

dividual dimensions. The number of dimensions varies from model to model. In the 

case of Quality 4.0 MM the dimensions and elements are assessed by the relevant as-

sessment scale enabling identification of the Q4.0 maturity level. 
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(1) Quality 4.0 Model Developed by LSN Research 

The most frequently cited Q4.0 framework is the model developed by the LSN 

Research company, which consists of 11 dimensions. It can be used by organizations to 

interpret their current state and identify what changes are needed to move to the future 

state. The dimensions forming the framework are categorized into three categories - 

people, technology and processes as follows (Jacob, 2017; Murugesan, 2022):   

People 

(1) Culture (process participation, responsibility, credibility, cross-functional em-

powerment),  

(2) Leadership (clear quality goals and KPI, cross-functional ownership),  

(3) Competency (expertise, experiences, appraisal, individual), 

Processes 

(4) Management Systems (robotic process automation, connected processes, auton-

omous processes, autonomous system),  

(5) Compliance (automated compliance, analytics to alert breaches, blockchain 

providing automated audit-ability),  

(6) Scalability (Cloud Computing, Infrastructure as a Service), 

Technology  

(7) Data (BD leverage),  

(8) Analysis (prescriptive analytics with the use BD analytics, machine learning and 

artificial intelligence),  

(9) Connectivity (connection between business information technology (IT) and op-

erational technology (OT), connected people, devices, products),  

(10) Collaboration (cross-functional and global; social media, blockchain),  

(11) Applications development (apps usage, advanced apps utilizing virtual and aug-

mented reality).  

The above-mentioned dimensions were applied in several studies, e.g. (Alzah-

rani et al., 2021; Armani et al., 2021; Zulqarnain et al., 2022). The work presented by 

(Zulqarnain et al., 2022) using the LSN’s Q4.0 dimensions focuses on the adjustment 

of dimensions categorization according to the ISO 9001 quality management system 

model and elements of the individual dimensions are modified by the authors. 

(2) Quality 4.0 Maturity Assessment Models 

Quality 4.0 Maturity Assessment Model published by Mtotywa consists of 7 di-

mensions and 28 related elements (Mtotywa, 2022): 
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(1) Management commitment to technology and innovation (Leadership for Q4.0, 

Investments in smart technologies, Enabling culture of creativity and innova-

tion, Leading Gemba activities for Q4.0),  

(2) Customer focus (Customer Satisfaction, Customized customer, Customer rela-

tionship management, Penalty-reward contrast analysis), 

(3) Employee involvement and empowerment (Training and retraining, Technical 

skills, Communication, Implemented Q4.0 culture),  

(4) Process and systems integration and management (Simulation of process de-

sign and improvement, AI for quality inspection and analysis, Real time process 

performance enabled by BD, Capabilities for instant reconfiguration of pro-

cesses), 

(5) Knowledge for decision making and future production (Access to information, 

Access to information analytics, Availability for early decision-making, Early 

failure prediction), 

(6) Root cause analysis and sustainable solution (Problem identification technolo-

gies, Statistical root cause analysis, Design of experiment, Process capability as-

sessment), 

(7) Operational environment benchmarking (Technology in use, Industry perfor-

mance benchmark, Customer demand changes, Business sustainability bench-

mark).  

For the assessment of the elements related to the individual dimensions 5 level 

scales are used and on the base of the results from the calculation of each dimension 

overall Q4.0 Maturity Index is determined.  The model can be used to identify the cur-

rent state of Q4.0 maturity level of organizations and help to identify weaknesses that 

require focus and enable to define the actions that needs to be taken for further devel-

opment and improvement towards higher level of maturity. 

Another Quality 4.0 Maturity Assessment Model published by Nenadál et al. de-

fines 4 main Q4.0 dimensions with 22 elements (Nenadál et al., 2022):  

(1) Strategic Direction (Vision towards Q4.0, Context of organization, Technological 

development, Quality management principles),  

(2) People and Culture (Leadership, Organization culture, Organization knowledge, 

Corporate Sustainability, Innovation capacity and Support), 

(3) Processes (Process management, Process performance management, Process in-

frastructure and IT support, Process improvement), 
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(4) Methods and Tools (BD, Smart sensors, E-value chain, Cloud Computing, Feed-

back loops, IS security, Internet of Things, Self-assessment, Advanced quality 

management tools).  

In order to perform maturity assessment there are special assessment matrices 

in which all items are described by generic descriptors. Maturity is defined within 

seven Q4.0 maturity levels. 

(3) Comparison of the Quality 4.0 Models 

The dimensions of the previous models are categorized in the Table 1 into 3 cat-

egories – People, Processes, Technology.  

Table 1. Dimensions of Quality 4.0 Models 
Areas (Murugesan, 2022) (Mtotywa, 2022) (Nenadál et al., 

2022) 
People Culture; Leadership; 

Competency 
Management commitment to 
technology and innovation; 
Employee involvement and 
empowerment 

Strategic direction; 
People and culture 

Process Management Sys-
tems, Compliance; 
Scalability 

Process and systems integra-
tion and management;  

Processes 

Technology Data; Analysis; Con-
nectivity; Collabora-
tion; Applications de-
velopment 

Knowledge for decision mak-
ing and future production; 
Root cause analysis and sus-
tainable solution; Customer 
focus; Operational environ-
ment benchmarking 

Methods and tools 

Source: own elaboration. 

As can be seen in the table, the area of People is covered by all the models. The 

dimensions in this category in the cases of all models involve elements like Culture and 

Leadership supporting Q4.0, Competencies of employees and their empowerment. 

Nenedál, et al. within the cultural issues involved the sustainability aspect, which is 

related to Q4.0. 

The Process area is described by the elements in general from the connection of 

processes towards autonomous processes and system. The Q4.0 maturity models’ ele-

ments related to the process dimensions involves real-time process performance, dig-

italization of process design and improvement, flexible process reconfiguration and 

management. Model of the LSN Research separately involves dimensions related to the 

compliance process.  

The field of technology in the models is reflected by the elements like BD, Ad-

vanced analytics, Technologies enabling connectivity within organization functions 
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and value chain (e.g., IoT, CC, integration of IT and OT), and Applications and tools. 

(Mtotywa, 2022) separately involved dimension for technologies used for Root cause 

analysis and dimensions like Customer focus and Benchmarking, where the basis are 

the previously mentioned technologies that are used for these fields. 

3.5. Quality Management System 4.0 Building 

ISO 9001:2015 QMS standard provides a framework for ensuring quality processes are 

in place and continuous improvement is running. It helps organizations to enhance 

customer satisfaction through effective application of system and processes assuring 

conformity and improvement (ISO 9001, 2015).  Quality 4.0 principles and tools can 

be integrated with the QMS to create a powerful tool for achieving quality excellence. 

The integrated approach leading to QMS 4.0 can yield significant benefits for organi-

zations seeking to optimize their processes, enhance efficiency, and maintain a com-

petitive edge in today’s fast-paced business landscape. 

Achieving quality excellence requires a leadership commitment. Without a clear 

digital strategy supporting digital transformation throughout the organization, the 

QMS 4.0 implementation cannot be effectively and holistically realized. Many organi-

zations apply within quality management partial digital solutions and tools, but a ho-

listic approach is missing often due to the lack of top management support and missing 

or unclear digital strategy. The implementation of QMS4.0 must contribute to the or-

ganization’s overall digital strategy and also the digital strategy must support the QMS 

development towards QMS 4.0. The building of QMS 4.0 consists of the following 

steps: 

▪ Evaluation of the current state of QMS regarding Q4.0 principles and tools and 

identification of gaps.  

▪ Goal setting and creation of roadmap for integrating Quality 4.0 principles and 

tools into existing QMS, the definition of timelines, and allocation of resources 

(including suitable software solution) to ensure a smooth transition towards 

QMS 4.0. 

▪ Employee training to ensure necessary skills and knowledge.  

▪ Implementation, monitoring and evaluation of QMS transformation. Regular 

revision of QMS 4.0 on the base of results and evolving needs of customers and 

other stakeholders. 
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According to Graham Quality 4.0 is not an ‘off the shelf’ product that can be 

bolted onto a QMS, rather it is a phase through which quality management is progress-

ing and a means by which organisations can re-examine what they do and how they do 

it (Graham, 2022). 

3.6. EFQM Model and Industry 4.0 Relationship 

The EFQM Model is a globally recognised framework that supports organisations in 

managing change and improving performance. Since it was launched in 1992, it has 

been revised several times and the latest version was released in 2020. Central to the 

rationale of the EFQM Model 2020 is the connection between the Purpose and Strategy 

of an organisation and how that is used to help Create Sustainable Value for its most 

important stakeholders and deliver outstanding Results (EFQM, 2020).  The EFQM 

2020 model emphasizes transformation and future focus. The sub-criterion 5.2 Trans-

formation for the Future (within criterion 5 Driving Performance & Transformation 

in the Execution phase) explicitly mentions it (Nenadál, 2020). However, in the work 

of (Fonseca et al., 2021)  it is pointed out that in the Direction phase within the criteria 

1 Direction and 2 Organisational Culture & Leadership the transformation and tech-

nology are not explicitly mentioned.            

The EFQM 2020 model mindset is framed by creativity, innovation, and disrup-

tive thinking, which are essential for Industry 4.0. EFQM criteria and RADAR, organ-

izational self-assessments, or external assessments can challenge, support, and shape 

organizations to move towards new knowledge and performance. (Fonseca et al., 2021) 

focused on the identification of the EFQM Model links with Industry 4.0 on the base 

of the model criteria and guidance points. The relations between the EFQM model and 

Industry 4.0 are shown in Table 2. 

Table 2. Selected EFQM Model Criteria and Sub-Criteria and Their Link to Industry 4.0 
Selected Criteria and Sub-

Criteria of the EFQM Model 
EFQM 2020 Model Guidance Points Related to I4.0 

1.3 Understand the Ecosystem, 
Own Capabilities & Major Chal-
lenges 

Understands the ecosystem, including megatrend implications. 
Evaluates the data, information gathered from across its ecosys-
tem to understand the major challenges. 

2.2 Create the Conditions for 
Realising Change 

Facilitates an open mindset towards learning in the pursuit of its 
strategy, encouraging the improvement and transformation of 
the organization. 

2.3 Enable Creativity and Inno-
vation 

Understands the importance of focusing on creativity, innova-
tion, and disruptive thinking in achieving organization’s strategy. 
Engages learning and collaboration networks to identify opportu-
nities for creativity and innovation. 

5.2 Transform the Organisation 
for the Future 

Identifies the transformation and change needs. Adapts current 
strategy and existing business models to meet future needs. Re-
structures its value creation in a timely manner and other 
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organizational processes based on operational excellence and fu-
ture needs. 

5.3 Drive Innovation & Utilise 
Technology 

Provides the capabilities, resources, and tools that develop and 
sustain creativity and innovation. Exploits the potential that new 
technologies have to support value creation, improvements to its 
infrastructure, and adaptability of its processes. Introduces rele-
vant developments in technology. 

5.4 Leverage Data, Information 
& Knowledge 

Ensures that it has identified the proper data and acquires them 
to support its transformation plans and manage the products and 
services. Uses advanced analytics, including predictive models, to 
extract value from data and support decisions. Converts data into 
information and for creating sustainable value. Makes use of the 
knowledge held by key stakeholders to generate ideas and inno-
vations. 

5.5 Manage Assets & Resources Identifies and responsibly manages the critical assets and re-
sources that are vital for its strategy, performance, and transfor-
mation needs. 

6. Stakeholder Perceptions Customer perception results: e.g. the usage of technology by the 
organization to deliver sustainable value. People’s perception re-
sults: e.g. the co-existence of people and robots, the use of AI and 
augmented reality. Business and governing stakeholders’ results: 
e.g. the ability of the organization to scan the horizon, spot mega-
trends, and deal with them successfully. Partners and suppliers’ 
perception results: e.g.  the rate of implementation of new tech-
nologies and changes. 

7. Strategic & Operational Per-
formance 

Achievement of strategic objectives, Achievements in driving per-
formance, Achievements in driving transformation, 
Predictive measures for the future. 

Source: (Fonseca et al., 2021). 

The EFQM Model may support the successful digital transformation of organi-

zations and provide an integrated strategic framework for quality, excellence, and sus-

tainability, within the I4.0 paradigm.                    
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Chapter 4. Competencies for Quality 4.0 

4.1. Definition of Competency  

According to ISO 9001 competency is defined as an “ability to apply knowledge 

and skills to achieve intended results” (ISO 9001, 2015). Several research sources state 

that competence is a combination of knowledge, skills and attitudes. Skills are often 

divided into hard and soft. Hard skills relate to the technical aspect of tasks performed 

within a job position and frequently take into account of the acquisition of knowledge.  

Soft skills are intra and inter-personal skills, essential for personal development, social 

participation and workplace success (Hendarman & Cantner, 2018). In the work of 

Belkadi et al. competencies are defined as a set of characteristics or dispositions that 

can be cognitive, affective, behavioural and motivational which enable a person to per-

form well in a specific situation (Belkadi et al., 2006). Competency is a set of resources 

that a person acquires or needs to acquire, in order to perform an activity inside a cer-

tain context with a specific performance level (El Asame & Wakrim, 2018). According 

to Hecklau et al. competencies can be categorized as (Hecklau et al., 2016): 

▪ technical competencies – they are made up of a set of knowledge and skills for 

the workplace position, 

▪ methodical – they are made up of skills and abilities for solving problems and 

decision-making, 

▪ social – they are necessary for effective communication and building positive 

relationships with others, 

▪ personal – they are formed by individual values, motives and attitudes. 

Compared with the ISO 9000 definition of competence, several sources except 

the knowledge and skills involve personal aspects (values, attitudes, aspirations, etc.) 

as a component of the competence. 

4.2. Competencies of the Digital Era 

Digitalization transforms how human beings communicate, produce things, transport 

people and goods, and interact. As technological breakthroughs rapidly shift the fron-

tier between the work tasks performed by humans and those performed by machines 

and algorithms, global labour markets are changing. Many studies confirmed that lack 

of competencies is one of the main barriers to I4.0 implementation in organizations. 

People are crucial for the success of digital transformation. The new technologies drive 
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business growth, job creation and demand for specialists but their deployment also 

result in the automation of certain tasks and the disappearance of entire job positions. 

New technologies bring new job positions. Competencies required to perform most of 

the jobs are shifting significantly. Simple and monotonous processes are being auto-

mated, while other processes become more complex. New required competencies are 

connected with higher responsibility and empowerment. Employees must be able to 

take on more strategic, coordinated and creative tasks. The competency set for Human 

Capital 4.0 brings together five main existing competencies shown in Figure 5.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5. Competency Set for Human Capital 4.0 
Source: (Flores et al., 2020). 

The competency set involves (Flores et al., 2020): 

• Soft workforce – these competencies will enable the interconnectivity, self-

adaptability and decentralisation of job positions sought by Industry 4.0 at the 

human capital level. These skills are communication, teamwork or cooperation, 

leadership, willingness to learn, self-development, negotiation and flexibility or 

adaptability. 

• Hard workforce – competencies to be able to cope with industrial processes, 

standards understanding, problem-solving techniques, designing with software, 

human-machine interactions, digital network settings, digital security and cod-

ing or programming. 

Human Capital 4.0 

Competencies     

1. Soft               
workforce 

 
Flexible &              

social 
 

2. Hard               
workforce 

 
Professional 
& dexterous 

 

5. Digital   
workforce 

 
Digital literate 
& interactive 

 

3. Cognitive   
workforce 

 
Intelligent & 

analytical 
 

4. Emotional 
intelligent 
workforce 

Self-aware & 
empathetic 

 



 

39 

• Cognitive workforce – skills of the cognitive workforce, who is intelligent and 

analytical are verbal, numerical and spatial (coordination, memory, decision-

making, problem-solving thinking, abstract reasoning, analytical thinking). 

• Emotional intelligent workforce – competencies like self-awareness, self-con-

trol, positive outlook, empathy, achievement orientation and motivation. 

• Digital workforce – programming, cybersecurity, digital networks, cloud com-

puting, databases, web development and also the management of Industry 4.0 

technologies (e.g. IoT, BD analytics, 3D printing, simulation, AR and VR). 

According to the study of the World Economic Forum (WEF), where employers 

were surveyed among the 10 leading competencies of 2022 analytical thinking and in-

novation, creativity and originality (methodical competencies) and active learning  

(personal competence) are listed as the top three competencies. Technology design and 

programming highlight in the list the growing demand for various forms of technical 

competencies. Other methodical competencies like critical thinking and analysis and 

complex problem solving are following and from the social competencies leadership 

and emotional intelligence are within the list.  Competencies demand trends reflect 

continued fall in demand for manual skills and physical abilities and decrease in de-

mand for skills related to the management of financial and other resources, as well as, 

basic technology installation and maintenance skills. 

In the ranking of top ten competencies of 2025 critical thinking and complex 

problem-solving top the list of competencies that employers believe will grow in prom-

inence in the next 5 years. Newly emerging personal competence are resilience, stress 

tolerance and flexibility. Technology use, monitoring and control reflect the need for 

further development of technological competencies. The top competencies for 2022 

and 2025 according to WEF are in the Table 3 (World Economic Forum, 2018, 2020).  

Table 3. Top 10 Competencies of 2022 and 2025 
Top 10 competencies of 2022 Top 10 competencies of 2025 

Analytical thinking and innovation Analytical thinking and innovation 
Active learning and learning strategies Active learning and learning strategies 
Creativity, originality and initiative Complex problem-solving 
Technology design, programming Critical thinking and analysis 
Critical thinking and analysis Creativity, originality and initiative 
Complex problem-solving Leadership and social influence 
Leadership and social influence Technology use, monitoring and control 
Emotional intelligence Technology design, programming 
Reasoning problem-solving and ideation Resilience, stress tolerance and flexibility 
System analysis and evaluation Reasoning, problem solving and ideation 

Source: (World Economic Forum, 2018, 2020). 
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In the study of Hecklau et al., Industry 4.0 challenges were defined (economic, 

social, technical, environmental, political and legal challenges) and related Industry 

4.0 competencies were derived and classified as follows (Hecklau et al., 2016): 

• Technical: State of art knowledge, Technical skills, Process understanding; Me-

dia skills, Coding skills, Understanding IT security 

• Methodological: Creativity, Entrepreneurial thinking, Problem solving, Deci-

sion making, Analytical skills, Research skills, Efficiency orientation  

• Social: Intercultural skills, Language skills, Communication; Networking; 

Teamwork and cooperation; Knowledge transfer, Leadership 

• Personal: Flexibility, Ambiguity tolerance, Motivation to learn, Ability to work 

under pressure, Sustainability mindset, Compliance 

All the top 10 leading competencies from the WEF study are included in the 

above-mentioned categorization except emotional intelligence and system analysis and 

evaluation, which are important as horizontal and vertical integration increases cross-

functional cooperation as well as cooperation through the organization border and 

emotional intelligence is important in inter-personal collaboration.  System analysis 

and evaluation relate to the connection and integration aspect of Industry 4.0.  

The above-mentioned categorization includes the technical competencies in 

comparing to the WEF top ten skills media skills and understanding IT security. The 

social competencies involve intercultural and language skills as the connection and in-

tegration of all partners from various countries is increasing. Also, the ability to trans-

fer knowledge is important to support the Industry 4.0 culture.  

4.3. Competencies of Quality 4.0 Professionals 

Implementation of the Q4.0 brings challenges in connection with the new required 

competencies of quality professionals. Competence planning should be an important 

part within the project of I4.0 and Q4.0 implementation. For Q4.0, a range of new 

knowledge and skills are required for quality professionals and training will play a ma-

jor role. The changes and challenges that quality professionals need to face are: 

▪ real time data gathering and monitoring (processes, devices, products, custom-

ers), 

▪ advanced analytical tools for BD analysis and applications (descriptive – gener-

ation of information; diagnostic – pattern recognition; predictive – forecast; 

prescriptive analytics – decision making), 
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▪ real time picture for decision making, 

▪ automation of tasks, 

▪ VR and AR interfaces and human–machine interactions, 

▪ new technologies and smart media,  

▪ scalable software solutions for quality management, 

▪ cross-functional collaboration and collaboration, 

▪ connected supply chain and networking,  

▪ understanding customer needs to the next level, 

▪ new leadership challenges. 

Quality professionals need to learn computer science skills and data mining 

techniques to thrive within I4.0. Quality professionals may need the right tools to know 

how to interpret large volumes of machine data effectively, beyond the current statis-

tical knowledge applications. 

In the study of Escobar et al. there were three different levels of competencies 

for Q4.0 proposed within the certification curricula for Green, Black and Master Black 

Belt, which are oriented to hard skills and related knowledge (Escobar et al., 2021). The 

followings were proposed: 

▪ Big Data – understanding of the 10 Vs, creating features, pre-processing tech-

niques; in the case of Black and Master Black Belt also understand the learning 

curves to guide the generation of data either to generate more data, or more 

features, or both. 

▪ Machine learning theory – understanding of model validation, and feature se-

lection methods, bias variance off, and generalization evaluation metrics – for 

all three levels. 

▪ Machine learning algorithms – understanding and ability to train nine machine 

learning algorithms; in the case of Black and Master Black Belt ability to opti-

mize prediction through a decision combination scheme. 

▪ Programming – the ability to write the basic code to run the machine learning 

analyses, in the case of Black and Master Black Belt levels - ability to write the 

deployment code, learning, re-learning. ability to identify the driving features of 

the system to guide process redesign/optimization. 

▪ Problem strategy – ability to successfully apply steps of the problem-solving 

strategy. 
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The work of Santos et al. dealing with the competencies of Quality Managers 4.0 

is based on the top ten competencies published by WEF (presented in the previous sub-

chapter). The set of competencies, which were investigated in the case of Quality Man-

agers 4.0 and considered relevant involves: critical thinking; creativity; leadership; 

emotional intelligence; decision making; negotiation; customer orientation; commu-

nication; teamwork; focus on results; conflict management; ethics; assertiveness; com-

mitment; motivation; flexibility; openness to change (G. Santos et al., 2021). 

On the base of the literature sources competencies relevant to Q4.0 Profession-

als are summarized in Table 4.   

Table 4. Competencies Relevant for Quality 4.0 Professionals 
Competence category Competence 

Technical  Smart technology and media use, Big data and data mining knowledge 
and skills, Machine learning knowledge and skills, Programming 
skills, IT security knowledge  

Methodical Creativity, Customer orientation, Complex problem solving, Critical 
thinking, Analytical skills, Decision making, Efficiency orientation   

Social Intercultural skills, Cross-functional cooperation, Networking, Com-
munication, Knowledge transfer, Leadership and social influence 

Personal Flexibility, Openness to change, Active learning, Emotional intelli-
gence, Stress tolerance; Sustainability mindset, Compliance 

Source: own elaboration 

The competencies will vary as well as their level based on the positions – Quality 

Manager, Quality Engineer, Quality Auditor, Six Sigma Specialist (Green, Black, Mas-

ter Black Belt). 
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Conclusions 

Since 2011, when Industry 4.0 as a term was used firstly, many definitions were 

developed by academics, practitioners, government, and private organizations that dif-

fer in their primary focus on Industry 4.0 aspects and principles. Several frameworks 

have been developed that enable to identify the current state of I4.0 readiness or ma-

turity and create a roadmap for further development and achievement of improve-

ments needed in terms of the digital strategy of organization. The models differ in their 

components and assessment instruments. 

 Since 2015, European Union has been supporting digital transformation 

through various initiatives. Many member states as well as Poland, Czech Republic and 

Slovakia have developed their own I4.0 strategies and implemented various activities 

towards I4.0. All the countries established EDIHs and DIHs. In the latest DESI Index, 

the countries achieved a score below the EU average but in a more specific study - 

Readiness for the Future of Production conducted by the World Economic Forum Po-

land and the Czech Republic were classified as leading countries. Government support 

of digitalization of industry is important to support industry competitiveness of a coun-

try but supporting activities must be realized also on the level of organizations, where 

top management plays a crucial role.  

Quality 4.0 as a naturally emerging concept in the era of Industry 4.0 that has 

attracted attention of many quality experts, who have tried to define it, specify main 

principles, characteristics and tools. Currently, only few Quality 4.0 maturity models 

exist. Quality 4.0 is becoming more important to all organisations in supporting exist-

ing QMS as digitalization progresses. Development towards QMS 4.0 integrating the 

Quality 4.0 concept with the QMS model according to ISO 9001 requires a systematic 

approach and mainly support of top management and clear digital strategy on the level 

of organization. The latest version of the EFQM model supporting organisations in 

managing change and improving performance may support the successful digital 

transformation of organizations and provide an integrated strategic framework for 

quality, excellence, and sustainability, within the I4.0 paradigm.  

Digitalization forms a set of new core competencies. Quality 4.0 challenges the 

work of quality professionals and require new hard and soft competencies to be devel-

oped in quality professionals that will vary and also their level will be different depend-

ing on the type of position – Quality Manager, Quality Engineer, Quality Auditor, Six 

Sigma Specialist (Green, Black, Master Black Belt). 
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